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Abstract 

Autonomous vehicles (AVs) represent a major transformation in modern transportation by combin-

ing sensing, communication, artificial intelligence, embedded computing, navigation, and automated 

control. These vehicles continuously collect information from cameras, LiDAR, radar, inertial sen-

sors, positioning systems, vehicle networks, and external communication infrastructure. Artificial 

intelligence enables autonomous vehicles to interpret their environment, predict the behavior of sur-

rounding objects, determine driving strategies, and execute vehicle-control decisions. However, the 

same dependence on software, connectivity, sensors, and AI introduces a broad cybersecurity attack 

surface. Recent research has identified threats involving sensor manipulation, spoofing, jamming, 

network intrusion, data injection, adversarial machine learning, and vulnerabilities in connected ve-

hicle infrastructure. (Springer) 

This paper presents a comprehensive examination of artificial intelligence-based cybersecurity for 

autonomous vehicles and proposes a conceptual multi-layer framework for threat detection and resil-

ient decision-making. The framework integrates sensor-level monitoring, in-vehicle network analy-

sis, vehicle-to-everything communication monitoring, AI-based anomaly detection, risk assessment, 

secure decision-making, and recovery mechanisms. Unlike approaches that focus exclusively on 

classification accuracy, the proposed framework considers detection latency, false-positive rates, 

model robustness, computational requirements, explainability, and operational consequences. The 

study examines machine learning, deep learning, anomaly detection, federated learning, and explain-

able AI as potential components of an intelligent automotive cybersecurity architecture. Particular 

attention is given to the Controller Area Network, sensor systems, over-the-air updates, external 

communication interfaces, and AI perception systems. Recent research emphasizes that cybersecuri-

https://link.springer.com/article/10.1186/s12544-025-00732-x?utm_source=chatgpt.com
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ty, transparency, robustness, and fairness need to be considered together when testing AI-enabled 

autonomous vehicles. (Springer) 

The paper further proposes a risk-aware response mechanism in which detected events are classified 

according to severity and confidence before an appropriate response is selected. The proposed ap-

proach is designed to support graceful degradation rather than immediate dependence on a single 

security mechanism. The study identifies several unresolved challenges, including zero-day attacks, 

adversarial examples, concept drift, heterogeneous datasets, real-time computational limitations, pri-

vacy, explainability, and the absence of sufficiently standardized evaluation procedures. Future re-

search should investigate integrated cyber-physical testing environments, adaptive AI security mod-

els, privacy-preserving collaborative learning, secure multimodal perception, and continuous post-

deployment monitoring. The paper concludes that secure autonomous transportation requires a de-

fense architecture that combines conventional cybersecurity controls with intelligent, adaptive, and 

explainable AI mechanisms. 

Keywords: Autonomous Vehicles, Artificial Intelligence, Cybersecurity, Machine Learning, Intru-

sion Detection, CAN Bus, Sensor Security, Anomaly Detection, Adversarial Attacks, Vehicle-to-

Everything Communication, Explainable AI 

1. Introduction 

Transportation is undergoing a fundamental technological transformation. Vehicles are increasingly 

equipped with advanced sensors, powerful processors, wireless communication interfaces, naviga-

tion systems, and intelligent software. The development of autonomous driving extends this trans-

formation by enabling vehicles to perceive their surroundings, interpret environmental information, 

plan trajectories, and execute driving actions with progressively reduced human intervention. 

An autonomous vehicle can be viewed as a cyber-physical system in which software decisions di-

rectly influence physical behavior. 

A simplified representation is: 

Environment→Sensors→Perception→Planning→Control→VehicleEnvironment \rightarrow Sensors 

\rightarrow Perception \rightarrow Planning \rightarrow Control \rightarrow Vehicle 

The security of each stage is important. 

https://link.springer.com/article/10.1186/s12544-025-00732-x?utm_source=chatgpt.com
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If a sensor provides incorrect information, the perception system may produce an incorrect environ-

mental representation. If communication is manipulated, the planning system may receive false in-

formation. If the decision-making model is compromised, the resulting control command may be-

come unsafe. 

Consequently, cybersecurity in autonomous vehicles cannot be considered independently from func-

tional safety. 

Recent research describes autonomous vehicles as systems with complex and interconnected attack 

surfaces involving sensors, communication networks, AI components, and vehicle control systems. 

(MDPI) 

1.1 Background 

Traditional automobiles contained comparatively limited electronic functionality. Modern vehicles 

contain numerous electronic control units (ECUs), communication networks, embedded operating 

systems, wireless interfaces, and cloud-connected services. 

The emergence of autonomous driving adds another layer of complexity. 

AI models may be responsible for: 

 Object detection 

 Lane detection 

 Traffic-sign recognition 

 Pedestrian recognition 

 Path planning 

 Behavior prediction 

 Driver monitoring 

 Decision-making 

These components depend on data. 

Therefore: 

AI Decision=f(Data)AI\ Decision=f(Data) 

If the data are manipulated: 

https://www.mdpi.com/2079-9292/13/13/2654?utm_source=chatgpt.com
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Data′=Data+AttackData' = Data + Attack 

then: 

f(Data′)≠f(Data)f(Data')\neq f(Data) 

The resulting decision may be incorrect. 

1.2 Cybersecurity as a Safety Requirement 

In conventional information systems, cybersecurity is often associated with confidentiality, integrity, 

and availability. 

For autonomous vehicles, another dimension becomes critical: 

Cybersecurity→SafetyCybersecurity \rightarrow Safety 

A cyberattack that alters vehicle behavior can potentially create physical consequences. 

Recent reviews identify sensor spoofing, data injection, network attacks, and attacks against con-

nected vehicle systems as important concerns for autonomous transportation. (ScienceDirect) 

1.3 Research Problem 

The primary problem addressed by this paper is: 

How can AI-based cybersecurity mechanisms detect and respond to diverse cyber threats 

against autonomous vehicles while maintaining low latency, robustness, explainability, and ac-

ceptable computational requirements? 

1.4 Research Objectives 

The objectives of this research are: 

1. To examine the cybersecurity architecture of autonomous vehicles. 

2. To identify major cyber threats affecting autonomous driving systems. 

https://www.sciencedirect.com/science/article/pii/S0968090X24003188?utm_source=chatgpt.com
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3. To analyze the role of artificial intelligence in automotive intrusion detection. 

4. To examine attacks against sensors and AI perception systems. 

5. To investigate security issues associated with in-vehicle networks. 

6. To propose a multi-layer AI-based cybersecurity framework. 

7. To develop a conceptual risk-aware response mechanism. 

8. To examine challenges associated with real-world deployment. 

9. To identify future research opportunities. 

1.5 Research Contributions 

This paper makes the following conceptual contributions: 

 A multi-layer view of autonomous vehicle cybersecurity. 

 A structured classification of vehicle attack surfaces. 

 An analysis of AI-based intrusion detection approaches. 

 A proposed architecture combining edge intelligence and vehicle security monitoring. 

 A risk-based threat-response mechanism. 

 Integration of explainability and uncertainty assessment. 

 Identification of future research challenges. 

2. Autonomous Vehicle Architecture 

An autonomous vehicle contains multiple interacting technological layers. 

2.1 Sensor Layer 

The sensor layer provides environmental information. 

Common sensors include: 

 Cameras 

 LiDAR 

 Radar 

 Ultrasonic sensors 

 GPS/GNSS 

 Inertial Measurement Units 
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The information can be represented as: 

S={Scamera,SLiDAR,Sradar,SGPS,SIMU}S=\{S_{camera},S_{LiDAR},S_{radar},S_{GPS},S_{IMU}\

} 

The perception system processes this information to generate an environmental representation. 

2.2 Perception Layer 

The perception layer identifies relevant objects and environmental characteristics. 

For example: 

P=f(S)P=f(S) 

where SS represents sensor observations and PP represents the perceived environment. 

Potential outputs include: 

 Vehicles 

 Pedestrians 

 Road boundaries 

 Traffic signs 

 Traffic lights 

 Obstacles 

2.3 Planning Layer 

The planning system determines an appropriate trajectory. 

T=f(P,R)T=f(P,R) 

where: 

 PP = perceived environment 

 RR = driving rules and constraints 

 TT = planned trajectory 
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2.4 Control Layer 

The control system converts planning information into vehicle actions. 

A=f(T,V)A=f(T,V) 

where: 

 TT = trajectory 

 VV = current vehicle state 

 AA = control action 

Possible control actions include: 

 Steering 

 Acceleration 

 Braking 

 Gear selection 

2.5 Communication Layer 

Modern vehicles communicate with: 

 Other vehicles 

 Roadside infrastructure 

 Cloud platforms 

 Mobile networks 

 Navigation services 

 Manufacturer systems 

This creates additional attack surfaces. 

3. Autonomous Vehicle Attack Surface 

The attack surface can be divided into several categories. 
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3.1 Sensor Attack Surface 

Sensors are essential for environmental perception. 

Possible attacks include: 

 Spoofing 

 Jamming 

 False data injection 

 Physical manipulation 

 Adversarial visual patterns 

Recent research specifically identifies attacks involving LiDAR, radar, cameras, and V2X communi-

cation as significant concerns. (ScienceDirect) 

3.2 In-Vehicle Network 

The Controller Area Network (CAN) remains an important communication mechanism within vehi-

cles. 

A simplified communication process is: 

ECU1→CAN→ECU2ECU_1 \rightarrow CAN \rightarrow ECU_2 

If an attacker gains access to the network, malicious messages may be introduced. 

3.3 V2X Communication 

Vehicle-to-Everything communication includes: 

 Vehicle-to-Vehicle 

 Vehicle-to-Infrastructure 

 Vehicle-to-Network 

 Vehicle-to-Pedestrian 

These communication channels increase connectivity but also introduce additional security require-

ments. 

https://www.sciencedirect.com/science/article/pii/S2590123025032347?utm_source=chatgpt.com
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3.4 Cloud Connectivity 

Cloud-based services may provide: 

 Navigation 

 Fleet management 

 Software updates 

 Data analytics 

 Remote diagnostics 

Compromising external services can potentially affect connected vehicles. 

3.5 Over-the-Air Updates 

OTA updates provide an efficient method for maintaining vehicle software. 

However, the update process must protect: 

 Authentication 

 Software integrity 

 Version verification 

 Secure communication 

 Rollback procedures 

3.6 Human-Machine Interfaces 

Interfaces such as mobile applications, infotainment systems, and remote-control services can also 

become attack surfaces. 

4. Major Cybersecurity Threats 

4.1 Denial-of-Service Attacks 

A DoS attack attempts to prevent legitimate services from functioning. 
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In a vehicle environment, excessive traffic may interfere with communication between critical com-

ponents. 

4.2 Spoofing 

Spoofing involves generating information that appears legitimate. 

Examples include: 

 GPS spoofing 

 Sensor spoofing 

 Identity spoofing 

 V2X message spoofing 

4.3 False Data Injection 

An attacker may insert false measurements into a vehicle system. 

If the original measurement is: 

xx 

the manipulated value may become: 

x′=x+δx'=x+\delta 

where δ\delta represents malicious modification. 

4.4 Replay Attacks 

Previously recorded legitimate messages can be retransmitted. 

A system that does not validate freshness may interpret the old message as a current event. 
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4.5 Malware 

Malicious software can target: 

 Infotainment systems 

 ECUs 

 Mobile applications 

 Cloud services 

 Diagnostic interfaces 

4.6 Adversarial AI Attacks 

AI perception systems may be manipulated by specially designed inputs. 

The attacker attempts to create: 

x′=x+δx'=x+\delta 

such that: 

f(x′)≠f(x)f(x')\neq f(x) 

while keeping x′x' sufficiently similar to xx from a human perspective. 

4.7 Jamming 

Jamming attempts to disrupt wireless communication. 

Possible targets include: 

 GNSS 

 V2X 

 Wi-Fi 

 Cellular communication 



 

 

 
Journal of Scientific Research & Technology Development 

 
E-ISSN: 3107-5371                              www.ijsrtd.com                              info.ijsrtd@gmail.com 

 

Volume 2, Issue 3, May – June 2026 

 

 

 

IJSRTD 
Journal of Scientific Research & Technology Development 

(www.ijsrtd.com) 
12 

 

5. Artificial Intelligence for Automotive Cybersecurity 

AI provides several capabilities for vehicle security. 

5.1 Machine Learning-Based Detection 

A machine learning system can learn patterns from vehicle communication data. 

Given feature vector: 

X=[x1,x2,…,xn]X=[x_1,x_2,\ldots,x_n] 

the model generates: 

Y=f(X)Y=f(X) 

where YY represents a predicted security class. 

5.2 Supervised Learning 

Supervised models can classify known attack categories. 

Potential algorithms include: 

 Decision Trees 

 Random Forest 

 Support Vector Machines 

 Logistic Regression 

 Neural Networks 

5.3 Unsupervised Learning 

Unsupervised approaches are particularly useful when unknown attacks must be identified. 

The model attempts to learn normal behavior: 
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NormalProfile=f(Xnormal)NormalProfile=f(X_{normal}) 

An observation with a sufficiently large deviation may be classified as anomalous. 

5.4 Deep Learning 

Deep neural networks can model complex relationships. 

Possible architectures include: 

 CNN 

 LSTM 

 Autoencoder 

 Transformer 

5.5 Autoencoder-Based Detection 

An autoencoder learns to reconstruct normal traffic. 

The reconstruction error is: 

E(x)=∣∣x−x^∣∣2E(x)=||x-\hat{x}||^2 

If: 

E(x)>τE(x)>\tau 

the event may be classified as anomalous. 

6. Intrusion Detection in In-Vehicle Networks 

In-vehicle networks require particularly fast security monitoring. 

The IDS should ideally operate without significantly interfering with normal vehicle communication. 
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Recent surveys identify learning-based IDS approaches as an important research direction for in-

vehicle networks and emphasize the importance of evaluating multiple criteria beyond classification 

accuracy. (arXiv) 

6.1 CAN Traffic Features 

Potential features include: 

 Message frequency 

 CAN identifier 

 Inter-arrival time 

 Payload characteristics 

 Message sequence 

 ECU behavior 

6.2 Message Frequency 

Suppose a normal message has an average frequency: 

FnF_n 

An unusual frequency: 

Fa≫FnF_a\gg F_n 

may indicate malicious behavior. 

6.3 Timing Analysis 

The inter-arrival time between messages can be represented as: 

Δt=ti−ti−1\Delta t=t_i-t_{i-1} 

Significant deviations from learned normal patterns may indicate anomalous activity. 

https://arxiv.org/abs/2505.11551?utm_source=chatgpt.com
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6.4 Sequence Analysis 

An IDS can learn expected message sequences. 

If: 

M1→M2→M3M_1\rightarrow M_2\rightarrow M_3 

is normal behavior but: 

M1→M7→M3M_1\rightarrow M_7\rightarrow M_3 

is highly unusual, the event can be investigated. 

7. Sensor-Level Security 

AI-based intrusion detection should not be limited to communication networks. 

Sensor consistency is equally important. 

7.1 Cross-Sensor Validation 

Suppose: 

 Camera detects an obstacle. 

 LiDAR detects an obstacle. 

 Radar does not detect the obstacle. 

The system can calculate a consistency score. 

C=Number of agreeing sensorsTotal sensorsC=\frac{Number\ of\ agreeing\ sensors}{Total\ 

sensors} 

A low value may indicate: 

 Sensor failure 
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 Environmental interference 

 Malicious manipulation 

7.2 Sensor Fusion 

Multiple sensors can be combined: 

Pfusion=f(Pcamera,PLiDAR,Pradar)P_{fusion}=f(P_{camera},P_{LiDAR},P_{radar}) 

Sensor fusion can improve perception robustness. 

However, if multiple sensors are attacked simultaneously, fusion alone may not provide sufficient 

protection. 

8. AI-Based Risk Assessment 

Detection alone does not determine the appropriate response. 

A risk assessment module can combine: 

 Attack probability 

 Impact 

 Confidence 

 Criticality 

 Vehicle state 

A conceptual risk score is: 

R=P(A)×I(A)×C(A)R=P(A)\times I(A)\times C(A) 

where: 

 P(A)P(A) = estimated attack probability 

 I(A)I(A) = potential impact 

 C(A)C(A) = confidence in the detection 
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8.1 Risk Categories 

The system may classify events as: 

Risk Level Description Example Response 

Low Minor anomaly Continue monitoring 

Medium Suspicious activity Increase monitoring 

High Probable attack Isolate affected component 

Critical Safety-threatening attack Activate secure fallback 

9. Proposed Multi-Layer Security Framework 

The proposed framework contains six layers. 

Layer 1: Sensor Monitoring 

Continuously monitors sensor behavior. 

Layer 2: Network Monitoring 

Analyzes CAN and other vehicle communications. 

Layer 3: AI Detection 

Uses machine learning and anomaly detection. 

Layer 4: Risk Assessment 

Combines detection confidence and potential impact. 

Layer 5: Secure Decision Support 

Determines the appropriate response. 
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Layer 6: Recovery and Learning 

Records incidents and improves future detection. 

The architecture can be represented as: 

Sensors↓Network Monitoring↓AI Detection↓Risk Assessment↓Response↓RecoverySensors 

\downarrow Network\ Monitoring \downarrow AI\ Detection \downarrow Risk\ Assessment 

\downarrow Response \downarrow Recovery 

10. Adaptive Detection Mechanism 

Autonomous vehicle environments change continuously. 

For example: 

 Urban driving differs from highway driving. 

 Daytime traffic differs from nighttime traffic. 

 Weather changes sensor characteristics. 

 Software updates may alter normal traffic patterns. 

Therefore, the model should account for changing behavior. 

Let: 

Pt(X)P_t(X) 

represent traffic distribution at time tt. 

If: 

Pt(X)≠Pt+1(X)P_t(X)\neq P_{t+1}(X) 

the system may experience concept drift. 
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10.1 Adaptive Threshold 

Instead of using a fixed threshold: 

τ=c\tau=c 

the system may use: 

τt=g(Environment,Traffic,VehicleState)\tau_t=g(Environment,Traffic,VehicleState) 

This allows detection thresholds to adapt to operational conditions. 

11. Explainable Automotive AI 

An AI security system should ideally explain why an event was considered suspicious. 

For example: 

Security Alert 

 Classification: High Risk 

 Confidence: 94% 

 Primary indicator: Abnormal CAN message frequency 

 Secondary indicator: Unexpected message identifier 

 Vehicle state: Normal driving 

 Recommended action: Isolate affected communication source 

Such explanations can support human security analysts and vehicle maintenance teams. 

Recent work on autonomous vehicle AI emphasizes transparency and explainability as important 

aspects of trustworthy AI testing. (Springer) 

12. Federated Learning for Vehicle Security 

Vehicles may generate large quantities of sensitive operational information. 

https://link.springer.com/article/10.1186/s12544-025-00732-x?utm_source=chatgpt.com
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Sending all raw data to a central server can create privacy and communication concerns. 

Federated learning provides an alternative. 

Each vehicle can train a local model: 

wit+1=Train(Di,wt)w_i^{t+1}=Train(D_i,w^t) 

and the server can aggregate model parameters: 

wt+1=∑i=1NniNwit+1w^{t+1}=\sum_{i=1}^{N}\frac{n_i}{N}w_i^{t+1} 

The raw vehicle data remain closer to the source. 

However, federated learning introduces additional challenges. 

These include: 

 Malicious participants 

 Model poisoning 

 Communication overhead 

 Non-identical data distributions 

 Model update privacy 

13. Adversarial Robustness 

AI-based security systems themselves can be attacked. 

An adversary may search for an input perturbation: 

δ\delta 

such that: 

∣∣δ∣∣<ϵ||\delta||<\epsilon 

and: 
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f(x+δ)≠f(x)f(x+\delta)\neq f(x) 

Therefore, cybersecurity AI should itself be subjected to adversarial testing. 

Potential defenses include: 

 Adversarial training 

 Input validation 

 Ensemble models 

 Robust feature engineering 

 Randomization 

 Continuous monitoring 

14. Real-Time Processing 

Autonomous vehicles operate under strict timing constraints. 

If an attack is detected too slowly, the security mechanism may become ineffective. 

Total detection time can be represented as: 

Td=Tcapture+Ttransfer+Tprocessing+TdecisionT_d=T_{capture}+T_{transfer}+T_{processing}+T_{

decision} 

For edge-based detection: 

Ttransfer↓T_{transfer}\downarrow 

because processing occurs closer to the vehicle. 

Therefore, edge AI is a promising architecture for latency-sensitive automotive cybersecurity. 

15. Secure Decision-Making 

Security detection should not automatically trigger aggressive responses. 
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For example, an isolated anomalous sensor may result from environmental conditions rather than an 

attack. 

The system should therefore combine: 

Decision=f(ThreatLevel,Confidence,VehicleState)Decision=f(ThreatLevel,Confidence,VehicleState) 

A possible decision strategy is: 

Decision={Monitor,R<R1Investigate,R1≤R<R2Isolate,R2≤R<R3Fallback,R≥R3Decision= 

\begin{cases} Monitor,& R<R_1\\ Investigate,& R_1\leq R<R_2\\ Isolate,& R_2\leq R<R_3\\ 

Fallback,& R\geq R_3 \end{cases} 

This reduces the possibility of inappropriate responses. 

16. Secure Fallback Mechanism 

An autonomous vehicle should ideally maintain a safe operational state when a critical security event 

occurs. 

Potential fallback actions may include: 

 Reduce vehicle speed. 

 Increase following distance. 

 Disable nonessential connectivity. 

 Move toward a safe stopping location. 

 Transfer control according to the vehicle's validated safety architecture. 

The appropriate response depends on the vehicle's design and validated safety procedures. 

17. Evaluation Metrics 

A comprehensive automotive IDS evaluation should include multiple dimensions. 
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17.1 Accuracy 

Accuracy=TP+TNTP+TN+FP+FNAccuracy=\frac{TP+TN}{TP+TN+FP+FN} 

17.2 Precision 

Precision=TPTP+FPPrecision=\frac{TP}{TP+FP} 

17.3 Recall 

Recall=TPTP+FNRecall=\frac{TP}{TP+FN} 

17.4 F1-Score 

F1=2Precision×RecallPrecision+RecallF1=2\frac{Precision\times Recall}{Precision+Recall} 

17.5 False Positive Rate 

FPR=FPFP+TNFPR=\frac{FP}{FP+TN} 

17.6 Detection Latency 

Latency=Tdetection−TattackLatency=T_{detection}-T_{attack} 

17.7 Resource Consumption 

The following should also be measured: 

 CPU utilization 

 Memory consumption 

 Energy consumption 

 Model size 

 Network overhead 

 Processing time 
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17.8 Robustness 

The model should be tested against: 

 Unknown attacks 

 Adversarial inputs 

 Noisy data 

 Sensor failures 

 Distribution changes 

18. Dataset Considerations 

An experimental implementation should use representative automotive cybersecurity datasets. 

Potential datasets may include: 

 Car-Hacking datasets 

 CAN intrusion datasets 

 Automotive intrusion datasets 

 V2X security datasets 

 Synthetic and real-world vehicle traffic datasets 

The choice of dataset should consider: 

1. Attack diversity. 

2. Data realism. 

3. Class balance. 

4. Vehicle architecture. 

5. Number of messages. 

6. Feature availability. 

7. Reproducibility. 

A major methodological concern is the difference between benchmark performance and real-world 

deployment. 

A model achieving: 
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Accuracy=99%Accuracy=99\% 

on one dataset does not automatically imply that: 

RealWorldAccuracy=99%RealWorldAccuracy=99\% 

because real vehicle environments may contain different traffic patterns and previously unseen at-

tacks. 

19. Experimental Methodology 

A future experimental implementation of the proposed framework can follow the following se-

quence. 

Step 1: Data Collection 

Collect normal and malicious vehicle communication data. 

Step 2: Data Cleaning 

Remove: 

 Corrupted records 

 Duplicates 

 Invalid messages 

Step 3: Feature Engineering 

Generate features such as: 

X={ID,Frequency,Interval,Payload,Sequence}X=\{ID,Frequency,Interval,Payload,Sequence\} 

Step 4: Data Splitting 

Separate data into: 
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 Training 

 Validation 

 Testing 

Step 5: Model Development 

Compare: 

 Random Forest 

 SVM 

 Neural Network 

 LSTM 

 Autoencoder 

Step 6: Evaluation 

Measure: 

 Accuracy 

 Precision 

 Recall 

 F1-score 

 FPR 

 Latency 

Step 7: Robustness Testing 

Introduce: 

 Unknown attacks 

 Noise 

 Data drift 

 Adversarial conditions 

Step 8: Edge Deployment 

Deploy the selected model on representative edge hardware. 
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Step 9: End-to-End Testing 

Evaluate the complete security architecture rather than only the classifier. 

20. Comparative Analysis of AI Approaches 

Approach Strength Limitation Suitable Application 

Logistic 

Regression 
Simple and efficient 

Limited nonlinear 

modeling 
Basic IDS 

Decision Tree Easy to interpret Can overfit Rule-oriented detection 

Random Forest Strong general performance Larger model size 
CAN traffic 

classification 

SVM 
Effective for selected 

datasets 
Computational cost Binary classification 

CNN Learns complex patterns 
Requires training 

resources 

Structured traffic 

analysis 

LSTM Handles temporal patterns Higher latency Sequential CAN traffic 

Autoencoder Useful for anomalies Threshold selection Unknown attacks 

Federated 

Learning 
Data locality Communication overhead Collaborative security 

Hybrid AI Combines strengths More complexity Multi-layer IDS 

21. Cybersecurity Testing 

Testing autonomous vehicle cybersecurity requires more than testing individual algorithms. 

A complete testing strategy should consider: 

Testing=Component+System+Scenario+OperationalTesting=Component+System+Scenario+Opera

tional 
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21.1 Component Testing 

Each security component is tested independently. 

21.2 System Testing 

Interactions between components are evaluated. 

21.3 Scenario Testing 

The vehicle is tested under realistic conditions. 

Examples include: 

 Highway driving 

 Urban driving 

 Heavy traffic 

 Poor weather 

 Communication loss 

21.4 Operational Testing 

Long-term behavior is examined. 

Recent research emphasizes the importance of new testing approaches for autonomous vehicles be-

cause conventional methods may not adequately address the complexity introduced by AI, cyberse-

curity, robustness, transparency, and other trustworthy-AI requirements. (Springer) 

22. Challenges 

22.1 Zero-Day Attacks 

Unknown attacks may not resemble previously observed patterns. 

https://link.springer.com/article/10.1186/s12544-025-00732-x?utm_source=chatgpt.com
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22.2 Dataset Limitations 

Security datasets may not accurately represent real-world traffic. 

22.3 Real-Time Constraints 

Complex AI models may introduce unacceptable latency. 

22.4 Computational Constraints 

Vehicle hardware has finite computing resources. 

22.5 Concept Drift 

Normal vehicle behavior can change. 

22.6 Adversarial Attacks 

Attackers may intentionally manipulate AI inputs. 

22.7 False Positives 

Excessive alerts may reduce the usefulness of an IDS. 

22.8 Explainability 

Complex models may produce predictions that are difficult to explain. 

22.9 Privacy 

Vehicle data can reveal information about users, locations, and travel behavior. 
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22.10 Standardization 

Different manufacturers and vehicle platforms may implement different architectures. 

Recent reviews of next-generation transportation cybersecurity identify limited standardization of 

evaluation practices and emphasize the need for broader cross-domain assessment. (DOI) 

23. Future Research Directions 

23.1 Multimodal Security AI 

Future systems can combine: 

X={CAN,V2X,Cameras,LiDAR,Radar,GPS}X=\{CAN,V2X,Cameras,LiDAR,Radar,GPS\} 

This may provide stronger contextual awareness. 

23.2 Generative AI for Intrusion Detection 

Generative AI is an emerging area for in-vehicle network security. Recent research specifically in-

vestigates generative approaches for improving adaptability and addressing limitations of conven-

tional ML and DL methods, while identifying challenges around real-time processing and standard-

ized datasets. (ScienceDirect) 

23.3 Collaborative Learning 

Vehicles could collaboratively improve security models without exchanging all raw data. 

23.4 Digital Twins 

Digital twins could provide controlled environments for cybersecurity testing. 

https://doi.org/10.1145/3744352?utm_source=chatgpt.com
https://www.sciencedirect.com/science/article/abs/pii/S1570870525002793?utm_source=chatgpt.com
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23.5 Continuous Security Monitoring 

Vehicles should potentially be monitored throughout their operational lifecycle rather than only dur-

ing development. 

23.6 Quantum-Safe Cryptography 

Future connected transportation systems may need cryptographic mechanisms designed to withstand 

emerging computational threats. 

Recent transportation cybersecurity research has highlighted quantum-safe cryptography and AI-

based anomaly detection as important future directions. (DOI) 

23.7 Explainable Security AI 

Security alerts should increasingly provide interpretable evidence. 

23.8 Autonomous Security Response 

Future systems may automatically determine the appropriate response based on threat severity while 

remaining within validated safety boundaries. 

24. Ethical and Safety Considerations 

AI-driven automotive cybersecurity must account for the potential consequences of incorrect deci-

sions. 

24.1 False Alarm 

A false positive may cause unnecessary restrictions or degraded vehicle functionality. 

https://doi.org/10.1145/3744352?utm_source=chatgpt.com
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24.2 Missed Attack 

A false negative may allow a dangerous attack to continue. 

Therefore, the security system should optimize not simply: 

AccuracyAccuracy 

but: 

SafetyRisk=minimizedSafetyRisk=minimized 

24.3 Human Oversight 

Security administrators and vehicle operators should understand the limitations of AI systems. 

24.4 Accountability 

Responsibility for AI-supported security decisions should be clearly defined. 

24.5 Transparency 

Security mechanisms should be documented and evaluated throughout the system lifecycle. 

25. Limitations of the Study 

This paper presents a conceptual framework and does not claim experimental performance values. 

The proposed architecture requires future validation using: 

 Real vehicle networks 

 Representative automotive datasets 

 Edge computing hardware 

 Multiple attack categories 
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 Unknown attack scenarios 

 Adversarial testing 

 Long-duration evaluation 

Future empirical research should compare the proposed framework against established intrusion de-

tection architectures. 

26. Discussion 

The analysis demonstrates that cybersecurity for autonomous vehicles is fundamentally different 

from conventional network security. 

An autonomous vehicle is not simply a computer connected to a network. It is a complex cyber-

physical system in which information is continuously transformed into physical actions. 

This creates a chain: 

Cyber Event→Data Manipulation→Perception Error→Decision Error→Physical ConsequenceCyber

\ Event\rightarrow Data\ Manipulation\rightarrow Perception\ Error\rightarrow Decision\ 

Error\rightarrow Physical\ Consequence 

The security architecture must therefore detect threats before they propagate through this chain. 

AI provides important capabilities because traditional signature-based mechanisms may not identify 

previously unseen behavior. Machine learning can model normal communication patterns and identi-

fy deviations. Deep learning can analyze complex temporal and multimodal relationships. 

However, AI is not itself a complete security solution. 

AI models can suffer from: 

 Data bias 

 Overfitting 

 Distribution shift 

 Adversarial manipulation 

 Uncertainty 

 Computational cost 
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Consequently, AI should be integrated with conventional security mechanisms rather than treated as 

a replacement for them. 

A layered architecture provides several advantages. 

If one layer fails, another may identify the resulting abnormal behavior. 

For example: 

Sensor Security+Network Security+AI SecuritySensor\ Security + Network\ Security + AI\ Security 

can provide stronger protection than: 

AI SecurityAI\ Security 

alone. 

The importance of this layered perspective is also reflected in recent research, which describes au-

tonomous vehicle cybersecurity as involving multiple interconnected attack surfaces and calls for 

integrated approaches rather than isolated countermeasures. (ScienceDirect) 

Another important observation is that evaluation should consider operational consequences. 

A model that achieves high classification accuracy but requires excessive processing time may not 

be appropriate for safety-critical deployment. 

Therefore, future research should evaluate: 

SystemQuality=f(Accuracy,Latency,Robustness,Explainability,ResourceCost,Safety)SystemQuality

=f(Accuracy,Latency,Robustness,Explainability,ResourceCost,Safety) 

This broader definition of performance can help move automotive cybersecurity research from la-

boratory demonstrations toward deployable systems. 

https://www.sciencedirect.com/science/article/pii/S3051360X26000181?utm_source=chatgpt.com
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27. Conclusion 

Autonomous vehicles represent an important development in intelligent transportation, combining 

artificial intelligence, advanced sensing, embedded computing, communication technologies, and 

automated control. These technologies provide significant opportunities for improving mobility, ef-

ficiency, and safety, but they also create an increasingly complex cybersecurity environment. 

This paper examined major attack surfaces and cybersecurity threats associated with autonomous 

vehicles, including sensor manipulation, spoofing, denial-of-service attacks, false data injection, in-

vehicle network attacks, V2X threats, adversarial AI attacks, and vulnerabilities associated with 

connected services. 

A multi-layer AI-based cybersecurity framework was proposed that combines sensor monitoring, 

network analysis, artificial intelligence-based anomaly detection, risk assessment, secure decision 

support, and recovery mechanisms. 

The framework emphasizes that autonomous vehicle cybersecurity should not rely solely on classifi-

cation accuracy. Detection latency, false-positive rates, computational requirements, explainability, 

robustness, privacy, and operational safety must also be considered. 

Machine learning, deep learning, federated learning, edge computing, and emerging generative AI 

techniques provide promising directions for improving vehicle cybersecurity. However, these tech-

nologies introduce new challenges that must themselves be addressed. 

The most important future direction is therefore the development of cyber-resilient autonomous 

vehicles capable of detecting abnormal behavior, assessing uncertainty, responding proportionally, 

and maintaining safe operation when individual components become compromised. 

Future research should concentrate on multimodal threat detection, adversarially robust AI, federated 

automotive intelligence, digital-twin-based security testing, explainable security models, standard-

ized evaluation methodologies, and continuous post-deployment monitoring. 

Ultimately, secure autonomous transportation will require close integration between cybersecurity 

engineering, artificial intelligence, functional safety, vehicle engineering, communication systems, 

and regulatory frameworks. Recent research increasingly supports this multidisciplinary perspective, 

emphasizing cybersecurity, transparency, robustness, fairness, and lifecycle testing as interconnected 

requirements for trustworthy autonomous vehicle systems. (Springer) 

https://link.springer.com/article/10.1186/s12544-025-00732-x?utm_source=chatgpt.com
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